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Abstract (Computer and WSN security)

The term computer security wish is frequently usexhns saving each of hardware, user and system
programs and data from any possible attack. Theofi@ttacks increases when connecting computer
to network, especially the Internet. The major techl areas of computer security are usually
represented by the initials CIA: confidentialitptegrity, and authentication or availability.[JFOK]

(see Figurel).

The nature of wireless ad hoc and sensor netwobkse(to the special characteristics of WSNs, e.g.
low processing and energy resources and ad hoorenhg [Pan 06] ) make them very attractive to
attackers. One of the most popular and seriouskatia wireless ad hoc networks is wormhole attack.
Here the adversary connects two distant pointsemetwork using a direct low-latency link witchica
be established by various means (wired link, lcagge wireless transmission in different band) the
ends of this link are equipped with transceivermgatible with the ad hoc sensor network to be
attacked. After the wormhole link establishmeng thalicious nodes captures wireless transmission
on one end, sends them through the wormhole linkr@plays them at the other end (see Figure 2).

WSNs share the security threats of other communitatetworks, consisting of message interception,
modification, and fabrication as well as interroptiof communications and operation (DoS),
illustrated in Figurel. However, the threats arecdjrally inherent in WSNs due their special

characteristics which enable new forms and comiginatof attacks. [Pan 06]

And most proposed protocols to defend against dltisck used positioning devices, synchronized
clocks, or directional antennas. [Zaw 08] definenew wormhole attack detecting mechanism called
Round Trip Time (RTT) and neighbor numbers basednhole detection mechanism.
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Figure] : Security threats in WSN communications: (a) interception,
(b) modification, (c¢) fabrication, and (d) interruption [Pan 06]
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Figure 2: Wormhole establishment. Nodes A and C are false neighbors. Under
wormhole attack [Jack 04]
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